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1.1 Enterprise IT Support Products, Services, and Customers

Computer Services

The IT Directorate provides enterprise support
for centralized systems at our state-of-the-art
Bowie Computer Center.  Within our Bowie
Computer Center we provide a wide range of
services including environmental systems, power
supplies, building security, and hardware
placement.  Other services include the following:

The staff at the Bowie Computer Center installs,
configures, and manages the central IT resources
housed there.  This includes the following:

Computer Service responsibiliti es also include
analyzing and improving the performance of
systems and sub-systems at the Bowie Computer
Center.  The Bowie staff configures hardware,
collects performance information, and optimizes
centrally located systems.  Functions of this staff
also include:

•  collecting and analyzing performance manage-
ment data and providing quantitative measures
on the use and optimization of U.S. Census
Bureau computer resources;

•  determining and analyzing existing computer
capacity;

•  recommending hardware configuration changes
to maximize performance;

•  providing measures for evaluating processing
options;

•  anticipating future resource requirements based
on past use as well as other information;

•  helping resolve performance problems;
•  assisting in database programming development

and suppor t; and
•  suppor ting tape operations and management.

•  providing console operations and tape handling
on the Unisys and DEC hardware;

•  monitor ing and coordinating batch processing of
critical systems;

•  providing backup and vaulting for Unisys and
DEC;

•  providing on-line pr inting, fiche pr inting, and
pr intout distr ibution;

•  maintaining a tape library and vault;
•  providing tape transfer and tape shipping

service;
•  maintaining the computer environment;
•  overseeing the secur ity of the equipment, data,

and media;
•  coordinating the installation of new equipment;
•  maintaining a Disaster Recovery/Contingency

Plan;
•  coordinating hardware maintenance contracts;

and
•  tracking trouble calls concerning equipment.

•  sett ing up and maintaining file systems;
•  providing application and data migration, in-

cluding configuration analysis, hardware
upgrade coordination and configuration services,
and managing software maintenance contracts;

•  maintaining and analyzing system secur ity;
•  providing backup and restore services (each cus-

tomer must provide required automated backup
devices);

•  providing vaulting services (in conjunction with
Operations);

•  maintaining the system and layered product
star tup routines;

•  troubleshooting user problems; and
•  providing disaster recovery plans and backup

capabili ties.

•  providing pr int and batch queue management;
•  managing user accounts;
•  managing system disks, user disks, and files;
•  installi ng software products;
•  sett ing up and configur ing systems;

(continued)
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The Telecommunications staff designs,
manages, and maintains Novell NetWare
and Microsoft Windows NT servers that
provide enterprise-wide services, including
electronic mail , calendars, and help desk
functions.  Our Telecommunications mis-
sion includes researching and developing
methodologies to automate management
functions, introduce new technologies, and
investigate new operating systems. For
example, the following are ongoing efforts
to improve our services:

Network management is provided through a
Network Operations Center; some examples
of these services are the following:

The Network Operations Center also pro-
vides security management through the
following services:

The Network Operations Center includes a
Wide Area Network staff with functions that
include:

•  maintaining enterpr ise applications by
migrating and updating versions as well
as patching them to ensure continuous,
fault-f ree operation;

•  integrating enterpr ise applications with
U.S. Census Bureau servers and network
operating systems;

•  providing Local Area Network managers
with standards, installation and upgrade,
and other critical information;

•  suppor ting the telecommunication re-
quirements needed to move servers and
workstations to the Bowie Computer
Center; and

•  helping develop the Requirement Initia-
tives and emerging technology require-
ments to execute IT Plans.

•  monitor ing network use, identifying
network problems, performing fault
isolation and troubleshooting, and sending
alerts concerning network problems;

•  helping Wide and Local Area Network
teams resolve network problems;

•  working with the Computer Suppor t
Center to maintain the list of user accounts
and controls the rights assigned to these
accounts;

•  auditing network use;
•  managing the infrastructure configuration

(hubs, trunk lines, and some NetWare and
NT servers);

•  researching alternatives so that a new
requirement is anticipated, tested, and in-
stalled whenever the requirement becomes
a reali ty.  Services include network mon-
itor ing, planning, maintenance, and doc-
umentation;

•  performing network capacity planning;
•  testing traff ic loads for new applications;
•  establishing tools and functions of network

monitor ing for the National Processing
Center and the Decennial program area,
which includes shar ing databases and
providing for redundant operations dur ing
critical times;

•  generating statistical repor ts concerning the
network’s health; and

•  collecting network traff ic trend data.

•  helping to administer and safeguard U.S.
Census Bureau network resources;

•  maintaining system secur ity by monitor ing
the firewalls, secur ing IDs, etc.;

•  conducting routine secur ity audits, and
tracking audit performance; and

•  developing and implementing secured De-
M ili tar ized Zone  configurations for exter-
nal user access.

•  planning and implementation suppor t for
moving U.S. Census Bureau users from
cc:Mail to Lotus Notes Messaging; and

•  developing a Business Case  Analysis to
expand the use of videoconferencing
throughout the U.S. Census Bureau.



2000 Operational Information Technology Plan

Enterpr ise Information Technology Suppor t
6

We also provide dedicated Oracle Software
and systems analysis and design consul-
tation services to program areas to help
design, develop, and implement database ap-
plications.  Key services and functions of
this staff include:

The IT Directorate supports development of
a workforce that is well trained and skill ed.
As such, we provide onsite computer-related
training to U.S. Census Bureau personnel.
IT training is available both onsite (as
conventional classroom courses or as self-
paced training) and on the Intranet as Web-
based training for UNIX, C, the Internet,
Microsoft Off ice, and other desktop
software packages that most U.S. Census
Bureau employees use.  The IT training staff
also works with program areas having
unique training needs to provide courses to
meet those needs.  The IT Directorate offers
centrally funded SAS and Oracle onsite
training and has funded Oracle training
taken offsite at any Oracle training center.
Special programs, such as SAS Institute’s
Enterprise Public Training Offer, are
available, allowing U.S. Census Bureau
employees to take any course offered by the
Institute at any of its public training
faciliti es.  We also provide other programs

to meet the continuing education and
research needs of U.S. Census Bureau
personnel; these programs include:

The IT Directorate supports U.S. Census
Bureau operating systems, ranging from
microcomputers to mainframes, and pro-
vides system administration support for the
enterprise printers. Our Systems Support
staff researches and develops, evaluates,
validates, maintains, and (where appro-
priate) acquires vendor-supplied operating
systems and other software.  We provide and
maintain a number of system software
packages, including language compilers,
processors, and other library software.
Related functions include:

•  maintaining and suppor ting the U.S.
Census Bureau’s Oracle site license,
including disseminating and suppor ting
18 Oracle products to the program areas;

•  providing systems software suppor t for all
U.S. Census Bureau standard database
management systems;

•  providing technical assistance in advanced
database application programming and
problem resolution;

•  researching database technology;
•  evaluating performance and performing

preventative maintenance checkups on
program area database applications; and

•  registering students for classes at Oracle’s
training facili ties.

•  Gartner Group Research and Datapro
services;

•  special programs, such as the Technology
Seminar Series and vendor shows;

•  publishing the Census IT Bulletin; and
•  maintaining the U.S. Census Bureau’s

training por tion of the Intranet.

•  suppor ting Unisys mainframes for the
U.S. Census Bureau and the National
Institute of Standards/Economic Develop-
ment Agency;

•  troubleshooting hardware and software
and resolving problems for the Computer
Services Staff;

•  suppor ting user software;
•  suppor ting U.S. Census Bureau high-

speed laser pr inters;
•  suppor ting (through the DepCon software

for pr int servers) all pr int queues
requir ing multi-platform (e.g., Novell ,
UNIX, DEC VAX/VMS, and Unisys)
pr inting across the network;

•  researching and evaluating operating
system enhancements and new operating
systems; and

•  researching and developing projects such
as the U.S. Census Bureau’s enterpr ise
data backup system, and enterpr ise level
software such as PC DOCS or M icrosoft
Off ice Suite.
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Also within the Systems Support operation
we have a Desktop Software Center that
researches, creates prototypes, acquires, and
disseminates information and products for
day-to-day desktop microcomputer opera-
tions.  The staff plays a major role in the
corporate purchasing, administering, and
distributing of various products to U.S.
Census Bureau end-users.  The Desktop
Software Center also helps maintain, de-
velop, and promote the U.S. Census Bur-
eau’s Intranet web site and associated
Intranet applications.  They also:

The U.S. Census Bureau
�

s customers, both
internal and external, need easy and rapid
accesses to data that is better documented
and more useable.  To meet these require-
ments, the Systems Support staff is leading
the effort to develop a Corporate Metadata
Repository.  Metadata is simply data about
data.  Metadata can include, for example, a
question on a survey, spatial data for a
county, or a formula for recording em-
ployment.

Our business processes touch metadata
throughout the survey/census cycle, from
design through dissemination.  However, at
present, metadata is not cataloged until the
dissemination phase, when metadata is in-
corporated with U.S. Census Bureau dissem-
ination systems and products.  We need to
establish a new approach where metadata is
cataloged at each phase in the li fe cycle so
that metadata can provide added value
throughout our business processes.

The U.S. Census Bureau has metadata dis-
tributed throughout its survey and census
applications on a project-by-project basis.

•  maintaining the off icial web site,
www.census.gov, as well as its 60,000+
documents, its e-mail system, Federal
Telecommunications Protocol (FTP) server,
E-Commerce server, and news system;

•  monitor ing and regular ly maintaining the
secur ity of the web site as well as other
public network systems;

•  coordinating, through monthly meetings,
web site content with many of the U.S.
Census Bureau’s 350 disseminators and 40
coordinators;

•  establishing web site standards, ensur ing
uniform presentation and constant secur ity;

•  installi ng operating system patches on a
regular basis and monitor ing potential
systems’ vulnerabili ties through certifi-
cation advisor ies and bug track noti-
fication;

•  helping maintain auxili ary applications,
including Federal Statistics and TIGERââ

maps;
•  developing public network applications for

the U.S. Census Bureau, including online
questionnaires and online commerce;

•  maintaining the U.S. Census Bureau’s
pr imary Intranet server, cww.census.gov;
and

•  conducting monthly training classes in
“ need to know” Internet technologies for
U.S. Census Bureau disseminators and
coordinators.

•  provide technical research, which includes
running the center, testing software, docu-
menting findings, and making recommen-
dations;

•  suppor t acquisitions, which includes
working with  Local Area Network man-
agers, vendors, the IT Standards and
Uniform Products Program, and the pro-
curement off ice to coordinate acquisitions
and deployment, as well as provide
administrative guidance;

•  provide and maintain eff icient software
distr ibution methods for assigned enter-
pr ise desktop software;

•  provide development and consultation for
Intranet and desktop database applica-
tions; and

•  coordinate and maintain the U.S. Census
Bureau Intranet page and the IT Intranet
web site.
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Balanced Scorecard is in Section 1.2. The
Customer Support Off ice tracks, monitors
and reports progress concerning the
Balanced Scorecard.  For current progress,
please see section 3.0, Performance
Measures.

Information Resource Management

The Chief Information Off icer is account-
able to the agency head, the Department of
Commerce, and ultimately to the U.S. Con-
gress.  A new entity in the IT Directorate has
been established to provide dedicated sup-
port to the Chief Information Officer.  This
staff serves as the U.S. Census Bureau’s
policy and support off ice for all Information
Resource Management activities.  They de-
velop Bureau-wide priorities, coordinate re-
view efforts with other internal control and
planning activities, derive standard meth-
odologies for collecting information, and
prepare reports on the status, trends, con-
clusions and recommendations relative to
Information Resource Management within
the U.S. Census Bureau. This staff has the
following functional responsibiliti es:

Information Systems Support and Review

The IT Directorate has a small staff in place
to support the IT mission by providing IT
budgeting, procurement and administrative
support.  The functions of this staff include
the following:

•  formulating, implementing, and admin-
istering program reviews in the interest of
benchmarking and best practices known to
similar industr ies;

•  coordinating, reviewing and recommending
approval for all Requirements Initiatives,
Benefit/Cost Analyses and li fecycle manage-
ment plans that are identified as major
systems or exceed the U.S. Census Bureau’s
$10 milli on approval threshold, thus calli ng
for approval by the Depar tment of Com-
merce;

•  coordinating and suppor ting the activities of
the IT Review Board, an executive panel that
selects, controls and evaluates IT capital
investments;

•  researching the usability of var ious meth-
odologies and assessment tools to identify the
IT baseline, create an IT por tfolio and link to
the budget planning cycle; and

•  providing oversight of Return on Investments
for U.S. Census Bureau projects to determine
percentage of programs within 90% of their
estimated costs, performance and schedule.

•  reviewing procurement requisitions to
ensure they comply with current U.S.
Census Bureau IT plans;

•  assisting program areas in developing
Requirement Initiatives for their IT ac-
quisitions, including hardware, software,
and telecommunications; working closely
with each of the program areas to ensure
that they present a solid business case
consistent with  oversight requirements of
the Associate Director for Information
Technology and the Depar tment of
Commerce; and

•  suppor ting the IT Directorate’s admin-
istrative needs, including posting standard
operating procedures on the U.S. Census
Bureau’s Intranet.

•  providing Bureau-wide guidance and
policy on issues related to the U.S. Census
Bureau’s strategic and operational
planning  processes;

•  monitor ing programs to ensure that issues
dealing with IT secur ity and related poli -
cies, contingency backup for the central
computing site(s), electronic commerce,
and mission critical systems being Y2K
compliant are integrated into the overall
IT planning process;

•  facili tating the financial production for
the annual Bureau-wide Strategic and
Operational IT Plans;

•  interpreting the intent of IT-related
legislation, policies and guidelines estab-
lished by the Congress, Off ice of Manage-
ment and Budget, General Accounting
Off ice, Depar tment of Commerce and
other agencies issuing regulatory doc-
uments;

(continued)
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Figure 1: The Balanced Scorecard
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The Bowie Computer Center’s mission
requires that criti cal processing operations
be available on a 24 hours/day, 7 days/week
basis, to include the DEC, Unisys, IBM and
other UNIX platforms and their associated
telecommunications assets. The IT Direc-
torate's goal is to establish a coordinated,
comprehensive plan for computer and
telecommunication services and business
continuity that encompasses all l evels of the
organization and includes procedures to
implement this at the application level.

During FY98, an evaluation of multiple
recovery alternatives was done to determine
which best meets the U.S. Census Bureau’s
requirements, performs within a reasonable
budget, and minimizes the risk of disrupting
critical processing functions.  We will i ncre-
mentally add elements to the new IT
architecture; and in FY 1999 the IT

Directorate will put in place an Enterprise
Data Backup strategy.  We will use remote
systems management and generalized
commercially-available system manage-
ment tools to run the distributed open sys-
tem environment.  These tools will enable us
to manage more systems with fewer people
overall .  Standard desktop configurations for
both hardware and software will be
completed in the near future.

We are putting into place business processes
that did not previously exist.  Major sys-
tems, both existing and new, will have to be
presented to and approved by the IT Review
Board, whose members will ensure that the
IT systems in place at the U.S. Census
Bureau conform to existing standards and to
the future IT architecture.
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Client:  The client sits
outside the Application
and IT Support levels.
The client may be
internal (U.S. Census
Bureau employees) or
external customers.  The

client can access other services through the
Interchange Services.  Security Services will
probe the client and determine which services
are appropriate for them.

Interchange Services:
The Interchange Services
will enable the client to
access the other services:
Processing; Tools and Ap-
plications; Metadata Re-
pository; Security; and
Data and Documentation.
Examples of Interchange

Services are the Internet and the U.S. Census
Bureau Intranet.

Processing Services: These
provide platforms and base
software allowing the client
to process data.  In general,
the core processing for U.S.
Census Bureau surveys and
censuses will occur here.
This processing wil l l ikely
need the data from the User

Data and Documentation Services and descrip-
tions from the Metadata Repository Services.
Furthermore, processing might require User Ap-
plications, such as the Data Access and Dis-
semination System, IT Tools and Applications
Services, or Data and Documentation Services.

User Tools and Application
Services/User Data and
Documentation Services:
These allow the client to
access application tools, data
sets and documentation for
specific surveys and cen-
suses.

Metadata Repository
Services: The Metadata
Repository will contain
information describing

survey or census designs, processing, and data
sets.  It may contain the definitions of variables,
methodologies, and techniques.  In addition, it
may contain relationship information necessary
to tie definitions, data, and methodologies across
surveys.

Secur ity Services: All clients
will be required to access the
Security Services before
proceeding to other services.
Sensitive data will only be
accessed through a firewall.
Clients will only be allowed
access to data, tools, and

documentation to which they are entitled.

Tools and Application
Services/Data and Doc-
umentation Services: These
provide office automation,
media services, imaging ser-
vices, electronic data inter-
change services, as well as
document management ser-
vices, data archiving, etc.

Whether employees are assessing survey
results, answering customer questions, or
providing services for economic and stat-
stical data, the quali ty of their efforts often
depends on their abili ty to quickly collect
and access information in a useful format.
With this in mind, the U.S. Census Bureau is
developing an IT environment for ourselves,
our business partners, and the public, where
information is collected and captured
accurately and economically, managed
effectively, used often, and disseminated
quickly.  The U.S. Census Bureau will , over
time, move to electronic data collection and
dissemination, whereby most internal and
external transactions are performed online.
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Enterprise IT Support Milestones, FY 99
Estimated Actual

Description Star t
Date

Finish
Date

Star t
Date

Finish
Date

Progress to Date

Redesign Legacy Systems:  Field
Automated Payroll System

03/98 04/99 05/99 Completed.

Redesign Legacy Systems:
Consumer Expenditures

03/98 05/99 05/99 Completed.

Redesign Legacy Systems:  Nation-
al Cr ime and Victimization Survey

03/98 06/99 06/99 Completed.

Redesign Legacy Systems:  Survey
of Construction

03/98 06/99 06/99 Completed.

Initiate Configuration
Management Processes

10/98 06/99 06/99
Litton/PRC is assisting in
Configuration Management
development.

Improve the Operating
Environment:  Perform Seat
Management Study

01/99 06/99 Unfunded.

Redesign Legacy Systems:
M iscellaneous projects 03/98 09/99

Project sponsor is backing off
the finish date.  Division Chief
will be contacted.

Improve the Operating Environ-
ment:  Provide Hardware/Software
Upgrades

11/98 09/99 Unfunded.

Systems Support
Redesign Legacy Systems:  Release
OSE for general use

03/94 10/98 10/98 Rough draft and architecture
completed.

Improve the Operating Environ-
ment :  Delivery of Enterpr ise Data
Backup system, Phase 1

11/98 01/99 01/99 Completed.

Improve the Operating
Environment:  Complete
Acceptance Test for Platinum
Software – Phase 1

12/98 02/99 02/99 Completed.

Create a Standardized Desktop
Design

12/98 04/99 04/99 Completed; many var iations.

Pilot for Corporate Metadata
Repository 01/99 06/99 Pilot to be extended.

Begin testing for knowledge gained
in training 10/98 09/99

Testing began as planned in
10/98.

Provide Bureau-wide Automated
Data Processing training:
Continue Bureau-wide IT training
in site-licensed, corporately
sponsored, standard software

10/98 09/99
Status as of End of Qtr . 2:  192
courses offered, 1632
successful course completions.

Provide Bureau-wide Automated
Data Processing training:
Continue Enterpr ise lease of MS
Off ice Computer Based Training
for FY 99 and FY 00

10/98 09/99
Three year contract in place
since 03/98.

Acquisition of Site L icenses
10/98 09/99

Activity being re-evaluated due
to lack of funding.
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Enterprise IT Support Milestones, FY 00
Estimated Actual

Description Star t
Date

Finish
Date

Star t
Date

Finish
Date

Progress to Date

generation standard desktop
Upgrade equipment in three IT
classrooms

10/99 06/00

Provide Bureau-wide IT training:
Assess continuation of Computer
Based Training license (training at
the desktop), re-license based on
assessment

04/00 09/00
Re-licensing depends on
acceptance and usage by U. S.
Census Bureau employees.

Continue Bureau-wide IT training
in site-licensed, Corporately
sponsored, standard software

10/99 09/00
Will continue as long as need
exists.

Standardize Desktop
Workstations:  Compliance for
M icrosoft purchases and upgrades

10/99 10/00 Pending FY 00 funding.

Customer Support
Service Level Agreements:  Define
all IT customer suppor t services by
program area

09/98 03/00 11/98
Will accomplish as SLAs are
initiated.

Service Level Agreements:
Negotiate Service Level
Agreements

11/98 03/00 12/98
Negotiations in process.  No
SLAs were signed in 1998.

Service Level Agreements:
Complete final Service Level
Agreements (all par ties signed)

12/98 03/00
IT SLA for Decennial and
Field in draft .

Complete IT Technical and
Administrative por tion of
Professional Development Program

06/99 06/00 In progress.

Service Level Agreements:
Institute quar terly reviews/updates
of SLAs

10/99 09/00

Evaluate IT Professional
Development program to
determine if it should be expanded
to other par ts of the Bureau

01/00 09/00
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3.0 Enterprise IT Support Performance Measures

The Government Performance and Results
Act requires us to develop performance
measures and track progress; its purpose is
to bring private sector management tech-
niques to government programs.  The Office
of Management and Budget’s guidance for
implementing this Act requires agencies to
set goals, measure performance, and report
on accomplishments.  The IT Directorate is
using an Operational Balanced Scorecard to

measure IT value and performance in key
areas that link to our IT mission, strategies,
and goals.  The following tables depict our
Scorecard, links to our IT goals and
strategies, and current performance.  For
your convenience, we have repeated our IT
Goals and Strategies below so you may
easily note to which performance measures
they apply.

Customer Perspective

Link to…

IT
Goal

IT
Strategy

Aspect to
Measure Performance Measure Target

Current
Performance

% programs within 90% of cost
estimate

Within
10%

Baseline being
established

% programs within 90% of
schedule estimate

Within
10%

Baseline being
established1 1

Return on
Investments
(ROI) % programs within 90% of

performance objectives
Within
10%

Baseline being
established

% of suppor t $ devoted to legacy
maintenance and operations

66%
Baseline being

established

% change in H/W suppor t costs TBD
Baseline being

established
3 8 Suppor t Costs

% of systems migrated off Unisys 100% 78%

Goal 1: Increase our customers’ t rust by involving them in the IT processes.
Strategy 1: Develop Service Level Agreements and per formance metr ics, and assess results of customer satisfaction

relative to their expectations.
Goal 2: Provide customers with the technology to access and share information easily and seamlessly from any

location.
Strategy 2: Improve the operating environment by consolidating appropr iate computer processing equipment in the

state-of-the-ar t Bowie Computer Center.
Strategy 3: Improve Local- and Wide-Area Networks to make them robust, reliable, scalable, and secure to meet

future needs.
Strategy 4: Standardize desktop workstations.
Goal 3: Improve our information system’s abili ty to support our business processes.
Strategy 5: Improve and expand electronic survey data collection, capture, and processing systems.
Strategy 6: Improve electronic information dissemination to the U.S. Census Bureau’s customers.
Strategy 7: Solve the Year 2000 (Y2K) problem.
Strategy 8: Redesign legacy systems to operate in an open systems environment.
Strategy 9: Support implementation of re-engineered business processes.
Strategy 10: Use technology to deploy a “ Digital” U.S. Census Bureau and reduce respondent burden.
Goal 4: Enhance the information technology skill s of our employees.
Strategy 11: Develop IT personnel resources to support the cur rent and future technology needs of the U.S. Census

Bureau.
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Internal Process Perspective

Link to…

IT
Goal

IT
Strategy

Aspect to Measure Performance Measure Target
Current

Performance

Average recovery time from
failure of the WAN dur ing core
hours (6am-6:30pm)

1 hour 15 minutes

2 3
Average recovery time from
failure of the WAN dur ing non
core hours (6:30pm-6am)

1 hour 49 minutes

3 6

Network
Performance

Internet uptime 99.9% 99.9%
#  of  PCs suppor ted / # of staff 300 785

2 2 # of configurations suppor ted /
# of staff

2 2.3

Frequency of contingency plan
update and testing

1 per
year

1 per year
2 3

Data Center
Operations

CPU Util . Rate (measure for
each of 16 systems)

TDB
Baseline being

established

1 1 Planning
% SLAs planned that were
actually completed 80%

2 SLAs under
review

Technology Perspective

Link to…

IT
Goal

IT
Strategy

Aspect to Measure Performance Measure Target
Current

Performance

% desktops that are “ standard” 95% 90%
2 4

Technical and
Application
Architecture

% procurement $ spent outside
of uniform product 20% 25%

2 5
Applied Research &
Technology  % of  IT budget set for AR& T TBD

No funds
budgeted this FY

3 6
Technology Access

% of t ime IT Directorate uses
Internet/intranet to disseminate
information

90% 75%

Organization/People Perspective

Link to…

IT
Goal

IT
Strategy

Aspect to Measure Performance Measure Target
Current

Performance

4 11 Workforce
Competency

% of staff with completed
Individual Development Plans

100% Baseline being
established

4 11
Employee Satisfaction
and Retention

Employee turnover rate for IT
Directorate

<5%
Baseline being

established



2000 Operational Information Technology Plan

Enterpr ise Information Technology Suppor t
28

Telecommunications

Risks associated with providing telecom-
munications support range from ensuring
that there is no network failure to the avail -
abili ty of resource requirements for new
initiatives and technological improvements.
The following are some of the risks that
have been identified.

One risk is that the U.S. Census Bureau
must maintain a single point of network
failure without redundancy. We will not
know about redundancy failures without
Network Monitoring.  Not upgrading the
U.S. Census Bureau’s network will render it
incompatible with traff ic demands.   User
activity will be affected due to slow
recovery from network faults and problems
without network management and support
systems.

Another risk is that wire closet capacity may
overflow due to increased employee hiring
to support the Decennial Census.

Another risk is that U.S. Census Bureau data
may be compromised without security
access and encryption control systems.

The migration of enterprise servers to NT
must continue to keep pace with techno-
logical advancements to meet customer re-
quirements; manufacturers could stop
supporting older technology.

Another risk is that a new voice mail system
may not be compatible with the old one and
all U.S. Census Bureau mailboxes may need
to be reprogrammed.

The abili ty to correct performance prob-
lems with the Domain Naming System is
criti cal because mail traff ic is increasing by
one-fourth and mail servers will not be able
to handle the load.

Another risk is that the telephone company
may not be able to provide the necessary
Integrated Services Digital Network service
to the Bowie Computer Center, the Silver
Hill Executive Plaza training facili ty, and
the Regional Off ices needed for
videoconferencing.

Another risk is that the absence of remote
access for customers will prevent them from
performing necessary work after hours or
while on travel.

Finally, our archives are not available on a
shared file server.  We cannot migrate ar-
chives until servers are in a central location.
Lack of backup processors in a catastrophe
could interrupt phone service.

Systems Support

Within the Systems Support operation there
are risks associated with not continuing
existing programs such as IT training; SAS
and Oracle site li censes and associated
support; enterprise support, including back-
up solutions; and other software and systems
development services.  The following pro-
vides some specific risks that have been
identified.

One risk is that if IT training is no longer
offered, there is a risk of lower productivity.
Some effects of not providing adequate IT
training across the U.S. Census Bureau
include:
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We do not know what the effects would be
of delaying the site li cense renewal.  We do
not know how quickly Oracle Corporation
would suspend support operations such as
delivering software upgrades and telephone
support or if they would withdraw their
onsite field engineer.

Customer Support

Establishing the Service Level Agreement
and Performance Measures program to
codify the type, amount and level of
service/support, as well as measuring the
associated results, is a method of mitigating
risks associated with controlli ng fraud,
waste, abuse and mismanagement.  It is a
means of internal management control in
accordance with the Federal Managers
Financial Integrity Act of 1982, which
permits management to define the scope and
measure the results of the organization’s
resource utili zation.  This in turn supports
and allows a greater degree of versatili ty in
guiding the operational as well as the
strategic direction of the organization. There
is a degree of concern that the appropriate
performance measures may not be selected;
however management has the flexibili ty to
modify, add or discard performance meas-
ures as it sees fit.  If the program is not
implemented, management will not obtain
the degree of visibili ty to manage resources
from the macro as well as micro levels.
Additionally, working with the customers
through negotiated Service Level Agree-
ments permits both parties to come to a
common understanding of the type, amount
and level of service/support, and the use of
feedback in the form of measures against
goals. This common understanding facili -
tates communications and fosters a syner-
gistic cooperative work environment.  Ser-
vice Level Agreements and performance
measures are part of the integrated process

that the U.S. Census Bureau is implementing
to comply with the Government Perfor-
mance and Results Act. Service Level
Agreements and performance measures are
also in line with the latest in best industry
business practices.

The risk is in not providing good customer
support.  We established a Customer Sup-
port Off ice to mitigate the risks that will
come from not providing systems and tele-
communications support at the service levels
that we advertise and agree to with our
customers.

Recruitment, Retention, and Training

We recognize these personnel issues as
major risks for the IT Directorate and the
U.S. Census Bureau and we are working
with the Human Resources Division to
address them.

We are identifying the various means of
recruiting college graduates through Job
Fairs, offering recruitment bonuses, and
recommending adjusted pay scales.  Our re-
tention rate has stabili zed over the last year
but we are still having diff iculty filli ng
vacancies that have occurred over the past
several years.  We are using contractor sup-
port to supplement our federal work force.
A major concern is that our workforce is
aging and we are facing an exodus of talent
due to retirement within the next few years.

We are establishing a Bureau-wide program
for those employees who use computers in
their work.  We are defining career paths,
core competencies, and related training
through the use of Individual Development
Plans.  We are placing emphasis on devel-
oping highly skill ed employees whom we
can assign to various U.S. Census Bureau
projects, as needs and priorities dictate.  The
Bureau-wide management of IT pro-
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6.0 Enterprise IT Support Infrastructure Description

6.1 Detailed Description of Enterprise IT Support Infrastructure

Enterpr ise Help Desk Support

Efforts are underway to establish an
Enterprise help desk operation that will
consolidate several existing help desks
within the IT Directorate and provide
“one number” for problem resolution.
This off ice will provide user assistance
and informational services needed to
facilit ate user interaction with all U.S.
Census Bureau computer systems. It will
be the focal point for all problems and
questions related to the use of the U.S.
Census Bureau’s IT resources. The
functions of this off ice will i ncorporate
the following:

Computer Support Center

The Computer Support Center provides
IT consulting services to divisions and
off ices of the U.S. Census Bureau with
particular emphasis on system trouble
shooting of all computer systems. They
serve as the IT focal point for receipt and
resolution of computer trouble reports;
provide systems administration of the
enterprise help desk software; and
distribute information regarding the U.S.
Census Bureau’s computer systems.
They support a wide array of systems
including:

Administrative Network Support

The Administrative Network Support
group provides network access, technical
assistance, and support for the Adminis-
trative Network to all Divisions and/or
Off ices under the Associate Director for
Finance and Administration and the
Associate Director for Information
Technology, selected off ices and
individuals under the Director’s Office
and others requesting assistance relating
directly to microcomputers, Local Area
Networks, and minicomputer systems.
Support provided includes:

•  legacy and enterpr ise systems;
•  database management software;
•  propr ietary administrative software;
•  systems access and administration; and
•  desktop software.

•  desktop operating system installation
and upgrade suppor t and application
problem resolution;

•  off ice automation application instal-
lation and upgrade suppor t;

•  Internet application installation and up-
grade suppor t;

•  enterpr ise-wide application access and
client suppor t;

•  limited operating system and application
training;

•  complete network administration ser-
vices;

•  network pr inting;
•  file server installation, upgrade, and

maintenance;
•  full tape backup and restore operations;
•  network and microcomputer hardware

and software research;
•  hardware and software procurement

services;
•  limited microcomputer equipment dis-

tr ibution;
•  production environment compatibili ty

analysis;
•  limited production application suppor t;

and
•  dial-out modem pool services.
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The following table shows the scope of
network printer and servers supported.

Network Support
Network nodes 2000
Network users 1500
Network printers 300
NetWare servers 30

There is a Service Level Agreement estab-
lished between the Administration Network
Support group and its customers.  The major
factors of service are availabili ty, reliabili ty,
problem resolution, and customer satis-
faction; we briefly describe these factors
below:

Availability

The Administrative Network Support group
is available during normal work hours,
Monday through Friday; however, on-call
support is provided upon request.  Server/
application access is available on a 24 hours/
day, 7 days/week basis.  To minimize
service disruption, all scheduled server
downtime is coordinated in advance with
affected divisions/off ices.

Reliability

Establishing reliabili ty rates is somewhat
subjective since a formal means has not yet
been fully implemented. Even without pin-
point figures, we are highly confident in the
following estimates:

Server
performance

99% to
99.9%

Estimated
Range

Off ice
automation
application

access

99.5% to
100%

Problem Resolution

Response time is dictated by the priority
assigned to the work request.  The
Administrative Network Help Desk staff
assigns a priority to each work request as
they receive them, using a three-tier priority
system.  This priority system is depicted in
the table below:

Administrative Network Help Desk Priority System
Prior ity Examples Response Time

Network login problems
Password(s) reset

PC boot-up problems
Time sensitive requests/projects

Network pr inting problems
Virus infected workstations

1

WAN connectivity problems

Within 1 hour

Operating system problems
Application problems2

New user account requests
Within 4 hours

Operating system installations and upgrades
Application installations and upgrades
Equipment installations and upgrades

3

Non-Time sensitive requests/projects

Within 48 hours
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of the enterprise applications we manage
and support are:

Our Enterprise Support Staff serves as a
point of contact to Local Area Network
managers for client software distribution and
trouble-shooting for all enterprise-wide
applications and provides the interface for
technical staff at the National Processing
Center, Regional Off ices, and Regional
Census Centers for issues concerning e-mail ,

calendars, and Lotus Notes.  In addition, for
enterprise systems, they:

6.2 Enterprise IT Support Infrastructure Progress Against Planned
Milestones

Enterprise IT Support Infrastructure Milestones, FY 98
Estimated Actual

Description Star t
Date

Finish
Date

Star t
Date

Finish
Date

Progress to Date

No milestones to repor t

Enterprise IT Support Infrastructure Milestones, FY 99
Estimated Actual

Description Star t
Date

Finish
Date

Star t
Date

Finish
Date

Progress to Date

Telecommunications
Improve Local and Wide Area
Networks:  Install ATM capable
cards in core switches

07/98 11/98 12/98 Completed.

Improve Local and Wide Area
Networks:  Continue installation of
switches in wire closets

11/97 12/98 12/98 Completed.

•  all software used to suppor t 6,000 internal
cc:Mail e-mail accounts;

•  all software to suppor t Ontime users at
Headquar ters;

•  all software to suppor t the Lotus Notes
Messaging environment; and

•  the Lotus Notes infrastructure, which in-
cludes creating accounts, creating groups,
and accessing control li sts for Notes
databases.

•  manage and suppor t all network Novell
servers’ hardware and software used for
the U.S. Census Bureau’s calendars and
project management applications;

•  perform nightly backup on all enterpr ise
application systems and e-mail ;

•  monitor and analyze the performance of the
Domain Naming System and Novell enter-
pr ise servers and systems running e-mail ;

•  suppor t network operating systems for the
U.S. Census Bureau’s divisional and direct-
orate Local Area Network managers;

•  provide interface between the National
Processing Center and Headquar ters on
issues concerning server replication, Local
and Wide Area Networks, and work-
stations; and

•  manage and suppor t all Domain Naming
Systems and Novell directory services on all
U.S. Census Bureau Novell servers.
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6.3 Enterprise IT Support Infrastructure Performance Measures

Please see section 3.0, Enterprise IT Support Performance Measures.

6.4 Enterprise IT Support Infrastructure Risks

We have identified some issues/concerns
that need to be addressed while attempting
to implement a centralized, one-number help
desk.

Within the U.S. Census Bureau’s decentral-
ized help desks today, we have multiple
levels of operational sophistication.   Some
are not even automated.  Using Remedy, the
enterprise help desk software, to share data
and implement good knowledge bases
requires extensive training.

Another risk is lack of standard operating
procedures.  Each support unit has their own
procedures but for the most part they are not
documented.  This will be a major, neces-
sary undertaking.

There are numerous software products being
supported today that consume excessive
support resources.  To support the users in

the most effective, eff icient manner requires
that we enforce the standardization policy
and support only those products identified as
“uniform.”

Another risk is lack of funding.  Moving to
an enterprise help desk software will require
additional funding that we do not have this
fiscal year.   Using funds that were origin-
ally slated for a desktop support contract
will reduce our capabilit y to provide that
service at our expected level.

The last risk is multiple support units with
multiple support phone numbers.  Moving to
a one-number help desk will require a lot of
commitment from the support units.
Without buy-in from the other IT areas, our
users will continue to be confused and
frustrated.

6.5 Enterprise IT Support Infrastructure References

The Enterprise IT Support Infrastructure is supported by the following planning documents:

•  Enterprise Printer Resources, Requirement Initiative PRMAP9701, approved May 13, 1998;
•  Business Case Analysis for Standard Desktop Product Selection, approved February 25, 1998; and
•  Enterprise Personal Computer Management and Acquisition Plan, Requirement Initiative

PCMAP9601, approved December 5, 1995.


